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Figure 1: Our INTERactiVe bEhavior aNalysEr (INTERVENE) 4○ illustrates a user’s interaction with a web-based information
system 1○. To this end, all interactions (mouse and keyboard events) are precisely tracked 2○ and fed into models for behavior
detection 3○. The INTERVENE system allows experts to analyse and validate these models by relating them to the co-occurring
interactions and on-demand insights 5○. Finally, if miss-classifications are recognized, these can be annotated and fed back to
improve the models 6○.

ABSTRACT
Many web-based systems such as online retail, information sys-
tems or search engines track the interactions users have with them.
Tracked data can comprise high-level information like dwelling
time, reviewed items, and clicked elements, but also fine-grained in-
formation in the form of mouse trajectories and keystrokes. While
these data are often fed into user- or behavior models in recom-
mender systems, there are few approaches for interactive visual
exploration of multi-modal and complex interaction patterns. Yet,
the thorough analysis could reveal important insights for the design
and evaluation of said models. We propose a suitable visual analysis
approach that allows to validate and correct models in an intuitive
and interactive manner. Our tool provides insights into concrete
user (inter)actions and also estimates more complex behavioral
patterns. Level of detail views in our system outlines the certainty
of detected behaviors and serve the explainability. Our approach
can help engineers to understand user interactions and improve
behavioral models.
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1 INTRODUCTION
Many modern web-based information systems collect an abun-
dance of data pertaining to users’ interaction with the system. Data
gathered this way can be used to establish user models, which in
turn can be utilized for developing recommendation strategies [20].
Such user tracking has also arrived in health information appli-
cations [19]. Users of such systems might have special assistive
needs [7] or at least benefit from accessibility features (e.g., elderly
people) they are not aware of [23]. Inputs provided by those users
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might not always be meaningful (e.g., clicking into non-clickable
areas) and therefore not lead to adequate results. Considerations
like these increase the complexity of these possibly already com-
plex, often ML-based, user models. Therefore, both the validation
and the improvement of such models can become increasingly dif-
ficult. However, it has been shown [11, 18] that human-in-the-loop
approaches with interactive interfaces are able to support the un-
derstanding of model uncertainty, improve prediction accuracy and
even teach concepts that are otherwise hard to learn.

We propose a multimodal feedback interface – INTERactiVe bE-
havior aNalysEr (INTERVENE) – for visualizing users’ interactions
with an information systemwhich, to the best of our knowledge, has
not been used in the context of user interaction analysis. Relying
on a stack of different user processes [17], we employ fundamental
empirical models to showcase the capabilities of our visualization to
provide insight into how our models arrive certain predictions and
which input data was responsible. That is, we implement a precise
tracking to an existing information system (Sec. 3.1), which captures
hardware inputs (mouse and keyboard events) together with the
context they occur in. Context describes the elements with whom
users interacted and potential system responses. E.g., mouse clicks
carry entirely different meaning depending on whether they were
performed on a clickable button or on unresponsive background
elements. The INTERVENE tool shows all this comprehensively in
a tiered timeline visualization with custom-built abstraction and
numerous detail-on-demand components (Sec. 3.3). Our main con-
tribution is a novel multi-modal interface for the visual analysis
of user interactions, enabling overview and comparison between
low-level inputs and high-level abstractions of user behavior.

2 BACKGROUND AND RELATEDWORK
Visual Analytics combines model-based analysis with interactive
visualization to accelerate insight generation [13], but it can also
facilitate the design and refinement of user models [3, 24]. Our
visualization approach builds upon an existing behavior model [17]
to support the development of models for adaptive systems and
recommendation strategies.

Leveraging visualization for model development has a long his-
tory [10]. Various interfaces for validating and enhancing user
models have been proposed [11, 18]. Our approach specifically
focuses on visualizing the user interaction history, which can be
helpful in gaining a better understanding of the user as well as de-
signing and (re-)evaluating personalized adaptation strategies [24].
Several approaches have been proposed for the visualization of user
interaction histories. Heer et al. [15] used a comic-strip metaphor
to show the different visualizations a user created. This works well
where each interaction results in an interesting visual state but is
less suited for more general user interactions. This approach also
does not capture the time passed between the represented states.
Carrasco et al. [9] used animated bubble charts to visualize the
browsing history of users. This approach is suited for visualizing a
single user’s history for personal reflection, but it does not perform
well when it comes to overview and comparison of multiple entities.
Guo et al. [13] visualized multiple aspects of interest (like select,
explore, and elaborate) on a single timeline. This does not work
well when those aspects can happen simultaneously. For instance,

exploration and elaboration would not necessarily have to be mu-
tually exclusive. We follow an approach that has its origin in film
and multimedia analysis [5, 8], where multiple stacked timelines,
each representing a different aspect of interest, are utilized. This
approach provides a better overview and allows for an easy compar-
ison between the different aspects. Our method employs such tiered
timelines in order to connect observable low-level interactions (e.g.,
keystrokes or mouse inputs) with high-level assumptions about a
user’s cognitive state.

Recommender systems based on user interaction history have
been used in various application domains in order to make rec-
ommendations related to movies [1], visualizations [2], locations
[22], and sports [12], just to name a few. Our current focus is on
health information systems, but it could be easily extended to other
domains as well.

3 THE INTERVENE SYSTEM
The input for our INTERVENE system is interaction data collected
from users exploring a web-based information system, which we
collect with a dedicated tracking system (Fig. 1 2○). Those are fed
into models for detecting behavioral patterns and cognitive states
(Fig. 1 3○). Our proposed design visualizes both interaction data and
recognized states in a coherent manner (Fig. 1 4○).

3.1 Interaction Tracking
Different solutions exist for the tracking of mouse, touch, keyboard,
and other low-level hardware inputs in web environments. Com-
mercial products1 combine this tracking with different analysis
tools, such as heatmapping or journey analysis. But there are also
research-oriented tools [4], which insert JavaScript code for track-
ing via a PHP proxy. However, for our experimental system, we rely
on a self-made tracking due to the complexity of the used informa-
tion system (various expandable/scrollable elements) and the fact
that we also want to save the context of an interaction (e.g., which
element was in-focus at the moment of the action or which element
was hovered by the mouse). Both requirements pose a substantial
challenge to existing tracking tools.

In our setup, we store the 𝑥,𝑦-position of the mouse within the
view, together with context in the form of the visual element at
this location and events triggered by that. The sampling frequency
of this information depends on the browser implementation, but
in our development setup, we observed frequencies of up to 25 Hz.
We detect and save all key-presses and releases and the element
which was active at the respective times. Also, dwelling times of
all visual components of the information system, together with the
respective appearance at the time, are captured.

3.2 Behavior Modelling
Regarding behavioralmodels, we follow the hierarchic processes/events
landscape outlined in Lengauer et al. [17], who describe increasingly
complex interaction patterns based on the raw hardware inputs.
They distinguish between two tiers of processes. Firstly, Context-
Sensitive Action/Events (AEs), which are actions defined by hardware
inputs but requiring a specific execution context. E.g., the display of
a thumbnail if the mouse moves over a hoverable element. Secondly,
1https://contentsquare.com/clicktale/

https://contentsquare.com/clicktale/


Interaction Visualization for Analysing and Improving User Models UMAP Adjunct ’24, July 01–04, 2024, Cagliari, Italy

a b c

Figure 2: Selected interaction examples of about one minute, characteristic for a○ Reading, b○ Exploring, and c○ Confused CSs.

they define the Cognitive States (CSs): (i) Pause/Inactive, (ii) Read-
ing/Inspecting, (iii) Examining/Exploring, and (iv) Lost/Confused.

From this taxonomy, our current prototype features the AEs:
Click-fail, Typing-fail, Typing, Expand/Collapse, Hover, Search, and
Conscious Action, as well as the CSs: Inactive, Reading, and Exploring.
We employ a rule-based strategy to detect those states. For Click-
fails, we verify that the clicked elements belong to a pre-determined
list of clickable elements. For Type-fails, we check if the currently fo-
cused element permits keyboard input. Expand/Collapse and Hover
are tracked via callbacks on the respective elements. Search is de-
fined as a series of keyboard inputs while a search field is in focus.
A Conscious Action is characterized by a mouse trajectory to a
clickable element where a click is performed [16]. The underlying
probability function for such an event is based on the “straightness”
of the mouse trajectory and the movement speed in the moments
preceding the click.

For the Cognitive States (CSs) we developed a cascading rule set.
(1) If the mouse dwells on an element displaying floating text, we
assume a Reading state. The probability of this estimate increases
if the user follows the lines with the cursor in characteristic read-
ing patterns [16]. To this end, we implement a straightforward
criterion based on the swept line width and the movement in a
vertical direction. (2) If no hardware input happens for some time,
an Inactive state is assumed. (3) For any other case, we assume
an Examining state and estimate its likelihood, based on a simple
activity model. The fourth CS – Lost/Confused – is challenging to
distinguish from "Examining" using a rule-based approach and is
therefore not implemented yet. Please note that the presented rules
serve as an empirically developed baseline designed to demonstrate
our visualization approach. These relatively simple rules can easily
be replaced with more sophisticated models.

3.3 Visual Design
The visual design of the INTERVENE system (Fig. 1, 4○) is a time axis
along which a user’s exploration sessions are displayed as blocks.
The vertical dimension projects the different complexity tiers of
user interactions in respectively colorized segments. The uppermost
tier for the hardware inputs shows the frequencies and “success”-
rates of mouse and keyboard usage. I.e., for the mouse input, the
overall mouse movement (covered pixel per second) as well as its
current directivity (vertical vs. horizontal) is visualized through
an appropriately colorized area chart. A bluish hue indicates an

overwhelmingly horizontal mouse movement and a reddish vertical
movement. Below that are three rows, illustrating mouse clicks,
-scrolls and keyboard inputs with a tilebar [14] metaphor. From
those, we can perceive both periods of high usage (saturation) and
effectiveness (hue), since different inputs are oftentimes not sup-
ported by an element. The line below the tiles reflects the dwelling
time on the information system’s different visual components. In
our example, things like Fulltext, Search Bar, Word Cloud (WC), and
Topic Cloud (TC). The second tier comprises all Context-Sensitive
Action/Events (AEs) with a vertical ordering according to their
complexity. If the occurrence of an AE is inherently ambiguous,
e.g., for a Conscious Action, the respective occurrence confidence (as
determined by our model) is encoded in the blocks’ opacities. The
third and final tier of Cognitive States (CSs) makes up the bottom
row with the opacity of a block similarly reflecting the confidence
of a state estimate as returned by the models.

4 EXPERIMENTAL USE CASE FROM THE
HEALTH DOMAIN

To demonstrate the usability of our visual design, we present initial
experimental results for an Adaptive Consumer Health Information
System (A+CHIS) on type 2 diabetes [21] (Fig. 1 1○). This system
is designed for non-medical users and aims to provide adaptive,
interactive, and visual information based on users’ exploration and
navigation patterns. To this end, the A+CHIS employs different vi-
sual components, implementing text abstraction methods like word
clouds, topic models, and the like, to visualize medical information
extracted from respective documents. Dedicated components also
display pictorial content, like infographics and provenance tools
allow users to see their exploration history. For our experiment, the
brochure Den Diabetes im Griff [6] by the German health insurance
provider AOK is used. This document spans over 130 pages and
provides extensive health information, including figures, tables, and
infographics. An exemplary exploration process with the A+CHIS
system and subsequent interaction analysis with our INTERVENE
is showcased at https://youtu.be/DIHGH0CINMY. Selected example
interactions are also shown in Fig. 2, with a○ showing a Reading
state with constant horizontal sweeping mouse movement over
a text display; b○ exhibiting typical exploration behavior charac-
terized by high overall activity and the presence of many CAs; c○
showing roughly similar patterns but a closer inspection using the

https://youtu.be/DIHGH0CINMY
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detail-on-demand functionalities (Fig. 1 4○) reveals many erroneous
clicks and overall irregular mouse movements. Even though this
is labeled as Exploration behavior by our naïve model, this is more
indicative of a Confused state and constitutes a prime example
where an expert user could relabel this estimate to improve upon
the model.

5 DISCUSSION
As our system is a work in progress, there are several ideas for
further development. That is, at the current state, the INTERVENE
system is tightly coupled to the above mentioned A+CHIS for which
we implemented a tailored tracking mechanism. More specifically,
the system has a range of canvas and SVG elements to display inter-
active visualizations that we track. We tried, however, to generalize
the observed interactions as well as possible. I.e., interactions like
expanding/collapsing components, hovering, or searching are pos-
sible on most web-based information systems. Hence, an obvious
future work item is to decouple the tracking from this example
system and generalize it such that it can be readily used for any
system. E.g., by injecting it via a proxy [4]. Also, at the current
state, the INTERVENE is only fit for the analysis and validation of
behavioral models. I.e., the option to provide feedback regarding
erroneous classifications is not yet implemented. In the next exten-
sion, it is planned that a user can either confirm detected behaviors
or reclassify them, informed by observing the mouse movements
and other interactions at the respective time. This information will
then be fed back to the behavior model, which we will change from
a rule-based model to an online learning concept.

6 CONCLUSION
INTERVENE is a novel tool which displays users’ interaction with a
system in an intuitive and comprehensible manner. It aids an expert
to analyze, validate, and – eventually – improve behavioral models.
We demonstrate the capabilities of our concept through a working
prototype implementation and a selected use case scenario from
the health domain.
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